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Abstract: The aim of this paper is to give an overview on virtual and remote laboratory 

systems and to evaluate current solutions focusing on feasibility and applicability in higher 

education. Based on the conclusions of this evaluation, a new set of requirements are 

established against a modern virtual laboratory system. Finally, an overview of state of the 

art infocommunication technologies, including cognitive infocommunication are presented, 

which can help create high user experience in the new virtual laboratory environment. 
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1 Introduction 

In the past decade distance learning or e-Learning has matured and now a widely 

used form of higher education worldwide. Most of these systems only provide a 

platform to give access to static content like textbooks and other course materials. 

Nowadays remote and virtual laboratories are also widespread, especially in 

engineering disciplines [1] [2], where laboratory exercises are playing a key part, 

helping students to connect lexical knowledge to the real world. These systems 

provide interactive learning tools which can complement the lectures in the 

classroom. 

In the first part, a short discussion on the benefits and drawbacks of virtual and 

remote laboratories is presented. The terms remote and virtual are often used 

inconsistently in literature, therefore a clarification on the definition of these two 

is necessary [3]. In the second part the overview of the current state of remote and 

virtual laboratories is presented and a set of example systems are then analyzed to 

identify key factors that must be taken into account when evaluating a virtual 

laboratory system. After the overview and evaluation is complete the results and 

experiences are summarized. Finally, based on these results and by utilizing state 

of the art infocommunication technologies, a possible new way is proposed on 

how to implement modern virtual laboratories. 
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2 Remote and Virtual and Laboratories 

The two common types of online laboratory systems are remote and virtual 

laboratories. From the perspective of the end-users, these look very similar, by 

providing an online service, which is available via either a website or a client 

application, but has a very important difference in their backend. 

 

Figure 1 

Figure 1 shows the main difference between remote (Fig. 1a) and virtual (Fig. 1b) 

laboratories. In a remote laboratory all the hardware components (e.g. 

measurement equipment) physically exist somewhere in the institution. By 

connecting this equipment to the network, the relevant part of the experiment can 

be controlled and examined by students from a remote location. On the other 

hand, in a virtual laboratory all of the above components are entirely simulated by 

software and can be accessed remotely by users. Distinguishing by their purpose 

of use, remote laboratories are both used in collaborative research and education. 

Virtual laboratories on the other hand are mostly suitable for education. 
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Beside these differences, the two have many common features, therefore for the 

first time comparison of remote and virtual laboratories will be treated as one 

category. 

2.1 Advantages of Remote and Virtual Laboratories 

From the perspective of the university and the professor, a virtual or remote 

laboratory provides the possibility to break out from the physical constraints of a 

traditional laboratory and make the exercises available to a wider audience of 

students. Because all of these labs involve infocommunication technology, it is 

possible to track student behavior and collect statistics, which can be used to 

generate useful feedback on the effectiveness of a given virtual or remote 

laboratory and can be used to pinpoint problems with a given material. 

From the perspective of the students, the most appealing advantage is the ability to 

do the experiment in a self-paced manner and that the lab is accessible anytime 

from anywhere. 

2.2 Disadvantages of Remote and Virtual Laboratories 

One disadvantage of virtual and remote laboratories is the lack of hands-on 

contact with devices and equipment, therefore a virtual or remote laboratory does 

not improve manual skills i.e. dexterity, which is necessary to achieve the same 

experiment result when working with real-life equipment. This effect can be 

reduced to an extent by using high fidelity 3D models of the equipment. 

Another disadvantage comes from the fact that the virtual environment is similar 

to video games. Students tend to look at the virtual experiment as a game, 

therefore they lose the sense of seriousness. In remote laboratories, students are 

unable to cause damage by making mistakes, because all controlled components 

have limits predefined and checked by the environment. These labs do not require 

the same level of discipline and caution that is necessary to do the same 

experiment in a traditional laboratory in a safe manner. 

2.3 Advantages of Virtual Laboratories 

A large number of laboratory experiments are either dangerous or involve 

expensive equipment, therefore a supervisor must be present in the laboratory and 

the necessary theoretical knowledge of the student must be tested before they can 

start the experiment. These two factors rule out the possibility to simultaneously 

do the experiment and gain theoretical knowledge in a learning-by-doing manner 

for the student. 
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In a virtual laboratory, students can conduct experiments in a safe manner and the 

virtual laboratory can simulate extreme conditions, like altered gravity or very 

high ambient temperature, which would be impossible or very expensive to do in a 

traditional or remote laboratory. 

The absence of actual equipment (hardware) means the number concurrent labs 

are only limited by system resources, the virtual hardware does not age nor wear 

out, which means lower operational costs. It is also cheaper to establish a new 

experiment, because there is no need to buy new equipment. 

2.4 Disadvantages of Virtual Laboratories 

The only real disadvantage of a virtual laboratory over a remote one comes from 

the fact that a remote lab is backed by real hardware and therefore it produces all 

the behavior of that hardware without the need to create complex mathematical 

models that can never take into account all details of a real, existing physical 

system. Fortunately, the impact of this disadvantage depends on the use case of 

the laboratory system. The precision that a mathematical model can achieve is, 

most of the time, adequate for the purpose of education and demonstration. 

However, it is important to keep in mind that the model and the simulation must 

be sophisticated enough to cover all the important aspects of the given 

experiment: it is important to correctly model the phenomena that is the subject of 

the given lab (e.g.: precision of a measurement equipment is affected by the 

ambient temperature). 

3 Overview and Evaluation 

3.1 Current State of Virtual Laboratories 

Since virtual laboratories have numerous advantages over traditional and remote 

labs, virtual laboratory design and development became a widely researched topic 

in the past few years. Many research groups, universities and even members of the 

industry developed their own virtual laboratories, covering a very wide area of 

disciplines [4] [5] [6]. In current scientific literature, two major categories of 

virtual laboratories can be distinguished. 

In the first category [4] [7] Error! Reference source not found.[8], there is 

virtual laboratory implementations that were designed and suitable for a single 

specific purpose, i.e. for a single experiment. These implementations do not 

employ systematic approaches on design, e.g. does not take into account the re-
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usability or different components. Instead, the focus is on the experiment itself 

and the software components that are already playing a role in this experiment is 

also used to implement the necessary services for the remote laboratory, e.g. the 

webserver. Most of the time, this approach yields quick results because the teacher 

or researcher are already familiar with the software, but in the long run it is a 

source of multiple problems. First, the software, which is perfectly suitable for the 

experiment, e.g. LabVIEW or Matlab may contain a module to implement a 

webserver. However, these were not designed to handle the challenges, e.g. a large 

number concurrent requests that webserver software was designed for. Second, it 

is impossible to integrate these components with external services, like 

authentication and authorization, accounting, and data storage. Third, it is very 

hard to create a consistent user interface for the end-users of the system. 

In the second category [9] [10], there are proposed virtual laboratory system 

designs, some of them with reference implementations, which were created by 

following a systematic design approach, employing design patterns and best 

practices from the field of web-development. This approach successfully 

eliminates the problems mentioned in the first category. However, it poses a new 

requirement against the teams who want implement a new experiment, namely 

that they have to learn the usage of new tools that are specific to web-

development. In engineering disciplines, this is often not a problem because 

teachers already have some knowledge and expertise in this area. However, in 

other disciplines, e.g. astrology, chemistry and medicine, where virtual 

laboratories are also very useful, this problem makes it hard to involve teachers in 

creating new virtual experiments. 

Recently it is a subject of active research to fill the gap between this two 

categories [11] [12]. Therefore, these are still only suitable to a specific set of 

experiments or rely on software components that were not designed for the given 

purpose. 

3.2 A New Perspective on Virtual Laboratories 

In order to ensure the usability of different virtual laboratories, members of the 

scientific community – who are also users of these systems – conducted 

assessment, most of the time focusing either on the didactic aspects, i.e. how the 

usage of virtual laboratory increased student’s grades or on the implementation 

aspects, i.e. the used software components. The most common assessment method 

involves surveying teachers and students on subjective indicators and processing 

the accumulated data with statistical methods. In a number of these articles, some 

assumptions can be found on which characteristics of a virtual laboratory are the 

most influential on the didactic success of the laboratory. However, there is no 

effort to evaluate these systems from the synergic point of cognitive 

infocommunication [13] [14]. 
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In order to have a better picture on what makes a virtual laboratory system 

successful, it is necessary to link the cognitive process of learning and the virtual 

laboratory as an infocommunication system together. This can be done by 

evaluating virtual laboratories from the point of view of the participants, i.e. the 

communicating parties. This can help identify the key factors that must be taken 

into account when designing a new virtual laboratory system. 

The aim of a traditional laboratory course is to complement theoretical 

knowledge, gained through lectures. The participating parties are the institution, 

i.e. the university, the teacher or laboratory supervisor and the student. 

The virtual laboratory can be described as an infocommunication system, which is 

used by teachers to create virtual experiments and learning materials and by 

students to gain knowledge through these virtual experiments. 

In the virtual laboratory, the teacher or supervisor is not present during the 

experiment; instead the necessary guidance is presented in the experiment 

description. Teachers create these descriptions and additional help materials to 

give the narrative during the virtual experiment. In this way, many students can do 

the same experiment in the same time, in a self-paced manner. 

The aspects of evaluation, described in previous works [1] [2] [15] can be 

extended with the cognitive aspect as the following. 

Aspects of the evaluation from the point of the university and the teachers: 

● Technical: How hard is the installation of the virtual laboratory system? 

How complicated is the process to implement a new experiment? Which 

software tools or programming languages are supported to implement the 

simulation? 

● Economical: what are the development and operation costs of the virtual 

laboratory system? 

● Cognitive: is a virtual lab suitable for the current topic or concept? Is the 

user interface consistent and easy-to-use? Is it possible to present all 

related materials, like help docs and textbooks on a single user interface? 

 

Aspects of the evaluation from the point of view of the student: 

● Technical: what are the system requirements of the virtual lab? How 

complicated is it to access the virtual lab? Is it necessary to install new 

software? 

● Cognitive: Is the virtual laboratory an effective tool to learn? How hard is 

it to gather all the related information to do the experiment? Is the 

provided narrative in the laboratory self-contained, and adequate to do 

the experiment? 
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3.3 Evaulation 

In order to give an overview of the current state of virtual laboratories, several 

implementations were evaluated, based on the new, cognitive aspects. Since many 

these implementations are based on a similar design, the systems below were 

selected to illustrate the distinctive features that were identified during the 

evaluation. 

3.3.1 Weblab Deusto 

The Weblab Deusto [15] project is a joint effort to give access to real laboratory 

equipment over the internet for research and educational purposes. It can be 

categorized as is a remote laboratory system. 

From the cognitive aspect, the learning materials in Weblab Deusto are presented 

on a web-based user interface. It is designed in a way that the relevant and related 

materials are not presented on the same interface as the remote interface of the 

experiment. Because of this, the description of the remote experiment and other 

learning materials must be gathered and accessed separately by the users. 

3.3.2 VISIR 

The Virtual Systems in Reality (VISIR) [11] project aimed to establish a remote 

laboratory for remote wiring and measurement of electronic circuits on 

breadboard. 

The system design of this remote laboratory follows a modular approach. The 

measurement equipment used for the experiment is connected to a laboratory 

server, that is connected to a webserver. 

The user interface is web-based and has similar features as a Learning 

Management system. This allows tutors to create courses, experiment descriptions 

and additional materials for the experiment with a familiar toolset. However, the 

experiment itself needs to be implemented by hand, with a specific toolset, using a 

separate user interface. 

3.3.3 VEMA 

Virtual Electric Manual or VEMA [5] is a Virtual Learning Environment, 

designed with focus on a high level of realism, in order to create an immersive 

experience. 

From the cognitive aspect, the resemblance between real measurement equipment 

and the 3 dimensional model representation in the virtual environment helps 

students to connect the knowledge gained through the virtual experiment to the 

real world. This approach is promising; however a great amount of manual labor 

is required to create these high fidelity 3D models. 
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3.3.4 LDH vLab 

This virtual laboratory aims to implement a web-based lesson to teach lactate 

dehydrogenase (LDH) enzyme kinetics to 2nd-year biochemistry students [6]. 

The virtual laboratory is accessible through a web-based user interface. This 

interface is designed in a way that the description of the experiment and related 

materials are presented side-by-side with the experiment itself. This reduces the 

amount of context switching that are necessary to finish the experiment. As 

described in [6], the overall experience of students was positive, but some of them 

experienced technical issues which perplexed the learning process. 

4 Design of a New Virtual Laboratory Environment 

4.1 Frontend 

Looking at existing virtual laboratory implementations [1] [16] and considering 

the disadvantages of virtual laboratories, it is apparent that there is no consistency 

in the presentation layer, i.e. in user interfaces. From this problem, the first 

requirement can be defined as the following; the main user interface, including the 

administration interface for teachers and the user interface for students must be 

consistent and intuitive. 

The second requirement, which comes from the cognitive aspect is to minimize 

the necessary context switches during the experiment, i.e. present all relevant and 

related material on a single user interface. 

Nowadays the majority of students mainly use smartphones and tablets to gain 

access to web services instead of desktop and laptop computers, it is necessary to 

support these devices. 

4.1.1 Web-based Client 

In order to fulfill this requirement the current best practices from the field of web 

user interface design should be utilized. As [15] points out, many software 

components can be used. Therefore, it is advised to avoid technologies like Flash 

and Java, as the majority of mainstream web services do nowadays because of 

their many practical problems, like security and the lack of cross-platform 

operation. 

The proposed web-based client interface should use modern web technologies like 

HTML5 and JavaScript [5] [12] [17]. This way it can be ensured that the user 

interface can be used in any modern web browser, which is already installed on 
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end-user devices like smartphones and tablets. This also ensures that on desktop 

PCs, the virtual laboratory can be used without the need to install additional 

software [15]. 

This approach also enables the usage of modern frameworks, which helps create 

an intuitive, self-explanatory interface because most of the UI components can be 

found in other popular web applications, which students already use on a daily 

basis [18]. 

4.1.2 3D Client Application 

The proposed desktop client for the virtual laboratory system is based on the 

MaxWhere [19] framework. MaxWhere is a unique VR framework (engine) that 

is programmable through JavaScript and allows for building 3D, VR applications 

in which the conventional web content is fully associative with the 3D, VR world. 

MAXWHERE provides a JS API called WOM (Where Object Model) that 

implements similar functionality for VR as the DOM does in web browsers. 

The ability to manipulate the models of the 3D space from the programming 

environment makes it easy to create high fidelity, interactive 3D models which 

can help students to understand complex 3D structures more easily [20]. 

The ability to load webpages inside the 3D environment makes MaxWhere a good 

choice to build upon because the same web-based user interface of the system can 

be used in the desktop client. This reduces the development effort and also ensures 

that user interfaces are consistent across the web and desktop clients. Another 

advantage of this ability is that by using multiple web browser windows placed in 

a 3D environment, all relevant content - e.g. lecture notes and description of the 

experiment - can be presented to the user in a single space [21] [22]. Students can 

also use these web browsers to open relevant and useful web-based products, e.g. 

their webmail client, online video materials and the university LMS website in this 

environment [23]. This highly reduces the amount of context switches, i.e. 

changing between different windows to complete a virtual experiment and helps 

students to focus on learning. 

4.2 Backend 

The recent trend in large-scale web-based software development and operation is 

to change the architecture from a monolithic service to microservices [24]. This 

trend induced the development of new tools to cover all the operation tasks from 

deployment to management, backup and monitoring. Nowadays the microservice 

ecosystem reached a maturity level that is considered ready for day-to-day 

business operation. Therefore, the new system should be composed of a set of 

modular microservices. This way it is straightforward to create scalable virtual 

laboratories and all the necessary tools are available to operate it. 
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Figure 1 shows the general overview of the proposed new architecture. 

 

Figure 1 

High level architecture of the virtual laboratory framework 

4.2.1 Laboratory Manager 

The core component of the new design is the Laboratory manager. It should 

provide the web server service, to serve the web application to clients. It should 

handle the authentication and authorization of clients with the help of the Learning 

Management System of the university, and it should handle the deployment, 

management and monitoring of the virtual laboratory instances. 

Each of these roles require complex functionality, which means that the 

Laboratory Manager should be modular, as mentioned earlier, in order to scale 

well with the increasing number of concurrent users. 

4.2.2 Virtual Lab Repository 

The Virtual Lab repository stores all necessary assets of a virtual laboratory, like 

textual descriptions, source code or input files of the simulation and virtual 

laboratory templates. A virtual laboratory template should contain all the 

properties of a given laboratory, requirements of the simulation in terms of 

software components and system resources, and a recipe which describes the 

deployment and execution of the simulation. 
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This way, teachers can create different laboratories in a very rapid way, because 

several assets can be re-used for multiple laboratories and different learning 

narratives can be defined in the same virtual space. 

The Laboratory Manager uses these templates to create, deploy and execute 

virtual laboratory instances. 

4.3 Integration with Simulation Software Tools 

The main part of a virtual laboratory is the simulation that calculates the actual 

state of the virtual environment. Therefore, in order to use a virtual laboratory one 

must run this simulation somewhere. There are two major problems regarding 

simulation that must be taken into account. First, as the complexity of the 

laboratory exercise rises, the simulation can quickly get very resource heavy in 

terms of CPU and memory. Second, these simulations are often implemented 

using different software packages and libraries, with very different system 

requirements [25], like the type and version of the operating system. 

4.3.1 Local and Online Operation Modes 

The straightforward solution for the first problem would be to raise the system 

requirements of virtual laboratory. However, this procedure would effectively shut 

out a large number of students from the virtual laboratory. In order to solve this 

problem, the system should be designed following the client-server model. In this 

way, the virtual laboratory can operate in two different ways based on the system 

resource requirement of a given simulation. 

First, simulations with low resource requirements can be executed on the local 

machine and the calculated data is then transmitted to the client via a local 

interface without the need of a network connection. It is important to note that in 

this mode all software components must be run on the client machine; therefore, it 

is only suitable to a reduced set of simulation software. This operation mode is 

called local mode. 

Second, simulations with high resource requirements can be executed on a remote 

server [26] and the calculated data is then transmitted to the client via the network. 

This operation mode is called online mode. 

4.3.2 Standard Simulation Software Interface 

The solution for the second problem would be to set up a list of simulation 

software and libraries which the teacher can choose from when implementing the 

virtual experiment. However, in this case the teacher is required to re-implement 

simulations that are already implemented in software that is not part of the list. 
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Instead, the new system should establish a new interface to exchange input and 

output data with the simulation software. This can be used to create wrappers for 

different simulators. 

4.4 Integration with Learning Management Systems 

The new system should be able to be integrated with widely used Learning 

Management Systems, like Moodle [15] [27]. The Laboratory Manager should use 

the LMS to authenticate and authorize teachers and students. It should be able to 

logically connect virtual laboratory exercises, defined by the teacher in the LMS 

and in the Manager. This way, the different interactions in a virtual laboratory can 

be defined as course requirements in the LMS. For example, the completion if a 

virtual laboratory can be set up as an obligatory requirement to pass a given 

course. In order to fulfill this requirement, the Manager should be able to collect 

and log the interactions of students in virtual laboratories. This can be achieved by 

using existing web monitoring and logging tools [28]. 

Conclusions 

The new perspective of using cognitive infocommunication to describe the 

learning process in a virtual laboratory helped to pinpoint new important factors 

that a creator of a virtual laboratory system should take into account, in order to 

achieve a high didactic potential. The described requirements of the new virtual 

laboratory system can function as a design pattern for new implementations. 

The next step is to implement a new virtual laboratory system, based on this 

design. This new system then will be tested with the help of tutors and students in 

order to validate the design and to ensure that the new system successfully fulfills 

all the described requirements in this paper. 
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